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@) Secure money transfer techniques using smart cards. 

(5?) Systems and methods for providing secure 
electronic financial transactions characterized 
in that money is electronically stored on a 
plurality of smart cards. A plurality of smart 
cards are each equipped with an electronic 
security wall having a closed state and an open 
state. In the closed state, the smart card is 
disabled from participating in financial transac- 
tions, and in the open state, the smart card may 
participate in financial transactions. A security 
key smart card is equipped with a first security 
key for changing the state of the electronic 
security wall from the open state to the closed 
state, and a second security key for changing 
the state of the electronic security wall from the 
closed state to the open state. Financial trans- 
actions include, for example, electronically 
transferring money between a bank center and 
a smart card ; electronically transferring money >- 
between the first and second smart cards; 
checking the amount of money stored on a ^ 
smart card ; and adding interest to the amount 
of money stored on the smart card. 
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Technical Field 

This invention relates generally to smart cards, and more particularly to systems and methods for providing 
secure money transfers between smart cards and financial institutions. 

5 

Background of the Invention 

Recent developmental efforts have been directed towards using smart cards as vehicles for the storage 
and transfer of money. (Smart cards are credit-card-sized devices which include an on- board microprocessor 
10 and memory.) Using electronic money in place of conventional bills and coins is advantageous for several rea- 
sons. It is often cumbersome and inconvenient to carry around large amounts of money, notwithstanding the 
ever- present risk of theft or loss. Bills and coins are expensive to produce, and are subject to forgeries. Although 
some merchants may accept personal checks, the processing of these transactions often proves to be very 
time-consuming. In practice, existing check verification procedures often involve a time delay sufficient to an- 
ts noy, irritate, and/or frustrate customers who are waiting in line at the merchant's point-of-sale terminals. 

With existing state-of-the-art technology, it is possible to use smart cards as devices on which to electron- 
ically store and transfer money. However, a system which does nothing more than electronically store and 
transfer money is not practical for use in many real-world applications. As with any electronic data storage and 
transfer system, security breaches are possible. If the concept of electronic money is ever to be generally ac- 
20 cepted, electronic money cannot be lost by the application providers or by other participants such as merchants 
or customers. Although a certain amount of electronic money loss is acceptable and inevitable, these losses 
must be less than the current losses experienced with credit cards, cash, or checks. Prior-art electronic security 
measures do not provide an electronic money system having the requisite level of security. 

Existing smart card devices are not completely invulnerable to failure. For example, the smart card holder 
25 could forget to remove the smart card from his or her pocket, and run the card through an entire washer/dryer 
cycle, exposing the card to heat, mechanical vibrations, water, and chemically corrosive agents such as bleach 
and detergent, which could result in a smart card failure. Upon device failure, the hapless smart card holder 
ends up losing the amount of money stored on the now-defunct card. What is needed is a recovery technique 
applicable to smart cards that have become inoperable, so that the smart card holder does not suffer a financial 
30 loss due to card failure. 

Many state-of-the-art electronic financial transaction systems offer little or no customer privacy. This lack 
of privacy stems from the fact that current system architectures offer paid interest and/or protection for 
lost/stolen cards. As a result, those customers who desire privacy must pay in cash in order to attain transac- 
tional anonymity. Since conventional paper money offers virtual anonymity, the concept of electronic money 
35 should provide a similar degree of anonymity. At the very least, an electronic system should provide anonymity 
upon customer request. 

Summary of the Invention 

40 Systems and methods for providing secure electronic financial transactions are characterized in that a 

monetary value is electronically stored on a card which includes an electronic security lock having a closed 
state and an open state. In the closed state, the lock disables the smart card from transferring any of the mon- 
etary value, and in the open state, the smart card is equipped to transfer all or a portion of the monetary value. 
The smart card includes an electronic security key for changing the state of the electronic security lock from 

45 the open state to the closed state, and for changing the state of the electronic security lock from the closed 
state to the open state. 

Brief Description of the Drawing 

so FIG. 1 is a block diagram showing a secure smart card money transfer system; 

FIG. 2 is a chart which describes a secure financial transaction between two smart cards; 
FIG. 3 is a flowchart which sets forth the operational sequence for implementing a secure smart card fi- 
nancial transaction; 

FIGs. 4A and 4B together comprise a flowchart which describes the steps of a cardholder-to-cardholder 
55 transaction; 

FIGs. 5A and 5B together compris a flowchart which sets forth the procedur for updating/changing se- 
curity keys, and for adding interest to money stor d on smart cards; 

FIG. 6 is a block diagram showing the data structures which ar transferred from a first smart card to a 
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second smart card during a financial transaction; 

FIG. 7 is a block diagram describing the data structur s used by us r smart cards; and bank smart cards. 
Detailed Description 

5 

Techniques are disclosed for the secure transfer of a monetary value (herein after "money") between smart 
cards. FIG. 1 is a block diagram setting forth hardware components and data structures for a smart card secure 
money transfer system. This system also provides for adding interest payments to money stored on a smart 
card, and for checking the amount of money (account balance) stored on a smart card. Activities such as the 

10 transfer of money between smart cards, adding interest payments to a smart card, and checking account bal- 
ances are referred to as financial transactions. 

Smart cards 102, 104 are provided to a plurality of cardholders, including a first smart card 102 provided 
to a first cardholder and a second smart card 104 provided to a second cardholder, each smart card 102, 104 
being capable of participating in one or more financial transactions involving electronic money stored on the 

15 smart card. The first cardholder may be, for example, a bank, a merchant, or a consumer. Independent of the 
identity of the first cardholder, the second cardholder may be a bank, a merchant, or a consumer. If a cardholder 
is a merchant or a consumer, the smart card held by this cardholder is referred to as a user smart card. 

If a cardholder is a bank* the smart card provided to the bank is termed a bank smart card. Banks may be 
organized into a plurality of regions, each region consisting of one or more branch banks. In this situation, three 

20 subtypes of bank smart cards may be utilized, such as bank center smart cards, bank region smart cards, and 
bank branch smart cards. Bank center smart cards are used to provide one or more electronic security keys 
to other smart cards, such as other bank smart cards, smart cards held by merchants, and/or smart cards held 
by consumers. These security keys may be updated (i.e., periodically changed) to allow and/or to disallow the 
transfer of money to/from a smart card. 

25 Bank center smart cards are used to provide interest payments to other smart cards, such as to other bank 

smart cards and to user smart cards (cards held by merchants or consumers). Interest payments can be im- 
plemented in a hierarchical manner with respect to a predefined smart card hierarchy. For example, a bank 
center smart card may be employed to provide interest payments to bank region smart cards. Similarly, the 
bank region smart cards may be used to provide interest payments to bank branch smart cards, which, in turn, 

30 provide interest payments to smart cards held by consumers and merchants. Thus, the smart card hierarchy 
in this example is structured such that a bank center smart card is at the top of the hierarchy, followed by bank 
region smart cards and bank branch smart cards. User smart cards are at the bottom of the hierarchy. The 
mechanics of interest payments will be described in greater detail hereinafter with reference to FIG. 1. 

Each smart card 1 02, 1 04 contains the data structures and hardware blocks described below in conjunction 

35 with FIG. 1 , irrespective of whether the smart card is a user smart card or a bank smart card. Each smart card 
102, 104 contains a security key storage register 112, 128, respectively, for the storage of an electronic security 
key. The security key storage register 11 2 t 128 may be provided in the form of random-access memory (RAM). 
The security key register 11 2, 1 28 is coupled to a security key register input device 1 1 8, 1 24, respectively, which 
is adapted to accept input from a smart card reader network 106. In this manner, an electronic security key 

40 may be transferred from the smart card reader network 106 into the smart card security key storage register 
112. The security key register input device 118, 124 is equipped to accept input data in accordance with pre- 
sently-existing smart card data input/output (I/O) techniques well-known to those skilled in the art. 

A security key register output device 114, 130 is coupled to the security key storage register 112, 128, re- 
spectively. This output device 114, 130 is equipped to copy the contents of the security key storage register 

45 112, 128, respectively, into the smart card reader network 106. The security key storage register 112, 128 is 
coupled to a first in put of a security key comparison device 110, 126, respectively. A second input of the security 
key comparison device 110, 126 is connected to a security key comparison input device 116, 122, respectively. 

The security key comparison device 110, 126 is equipped to compare the first input with the second input, 
and to generate a signal at a comparison device output, such that the generated signal is based upon the results 

50 of the comparison. If the first and second inputs are identical, the security key comparison device 110, 126 
generates a match signal at the comparison device output. If the first and second inputs are not identical, the 
security key comparison device 110, 126 generates a no-match signal at the comparison device output. 

The comparison device 110, 126 output is coupled to an electronic security lock 108, 120, respectively. 
Th security lock 108, 120 may be plac d into any one of two mutually-exclusive states. In a first, locked state, 

55 the security lock 1 08, 1 20 disables the smart card 1 02, 1 04 from transferring money to another smart card. In 
a second, unlocked state, the security lock 108, 120 permits money to b transf rred to anoth r smart card. 
The security lock 1 08, 1 20 is coupled to th output of comparison device 110,1 26, respectively. Wh n th com- 
parison device 110, 126 produces the match signal, the security lock 108, 120 is plac d into th second, un- 
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locked state. The security lock 1 08, 120 is plac d into the first, locked stat upon receipt of a no-match signal 
from th comparison device 110, 126. 

The functions of the electronic security lock 108, 120 and security key comparison device 110, 126 may 
be implemented using a microprocessor device of the type well-known to those skilled in the art and utilized 

5 in various existing smart card designs. The functions of the security key storage register 112, 128 may be im- 
plemented using the microprocessor described above, and/or such a register may be provided in the form of 
random-access memory (RAM). The security key register input device 118, 124, the security key comparison 
input device 116, 122, and the security key register output device 114, 130 operate under the control of the 
above-described microprocessor, and may be implemented using conventional smart card data I/O devices 

10 which provide for the exchange of data between a smart card 102, 104 and a smart card reader network 106. 
Conventional smart card data I/O devices and smart cards 102, 104 are well-known to those skilled in the art. 

Smart card reader network 106 comprises a configuration of two or more conventional smart card reader 
ports, such as a first smart card reader port 141 and a second smart card reader port 143. First and second 
smart card reader ports 141 , 143 are of the type well-known to those skilled in the art, to permit substantially 

15 concurrent exchange of data between two smart cards 102, 104. First smart card reader port 141 may be sit- 
uated at a remote location with respect to second smart card reader port 143. Accordingly, first and second 
smart card reader ports 141 , 143 are linked together over a communications link 150. In the case where smart 
card reader ports 141, 143 are widely-separated, this communications link 150 may comprise modems com- 
municating over a conventional telephone connection. Alternatively, smart card reader ports 141, 143 may be 

20 integrated into a single structure and connected using a communications link 150 comprising, for example, sim- 
ple wire pairs. First and second smart card reader ports 141, 143 may also include smart card holder input 
means, such as a keypad, to permit the entry of data such as PINs (personal identification numbers) by smart 
card holders. These smart card reader ports 141, 143 include data input means 149, 151 and data output means 
145, 147, for, respectively, accepting data from, and providing data to, a smart card. The data output means 

25 145 of smart card reader port 141 is linked to the data input means 151 of smart card reader port 143. Likewise, 
the data input means 149 of smart card reader port 141 is linked to the data output means 147 of smart card 
reader port 143. 

The flow of data between smart card reader port 141 and smart card reader port 143 may be controlled 
by an optional smart card reader microprocessor internal to the smart card reader network 1 06. The smart card 

30 reader microprocessor is of a type well-known to those skilled in the art. If a smart card reader microprocessor 
is not used, the microprocessors within the smart cards 102, 1 04 are employed to control the flow of data across 
smart card reader network 106. 

To implement an exchange of money between two smart cards 102, 104, the system of FIG. 1 operates 
as follows. Assume that money is to be transferred from smart card 102 to smart card 1 04. Smart card 1 02 is 

35 inserted into smart card reader port 141, and smart card 104 is inserted into smart card reader port 143. The 
microprocessor within smart card 102 exchanges initial handshaking information with the microprocessor of 
smart card 1 04 to ascertain that both smart cards are communicating across the smart card reader network 
106. Next, the security key register output device 114 of smart card 102 sends a signal representing an elec- 
tronic security key to data input means 149 of smart card reader network 106. The security key is transferred 

40 to the data output means 147, and conveyed to security key comparison input device 122 of smart card 104. 

The security key comparison device 126 retrieves the security key stored in security key storage register 
128 on smart card 104. If the comparison device 126 ascertains that the security key received from smart card 
102 matches the security key stored in the security key storage register 128, the electronic security lock 120 
within smart card 1 04 is unlocked to enable smart card 1 04 to participate in one or more financial transactions 

45 with smart card 102. If, however, the security key retrieved from security key storage register 128 does not 
match the security key received from smart card 102, smart card 104 is disabled from participating in all fi- 
nancial transactions. 

The security key comparison process implemented by smart card 1 04 is also performed by smart card 
102. Smart card 104 retrieves the security key stored in security key storage register 128 and conveys the 

so security key to security key register output device 130. The security key is received by data input means 151 
of smart card reader network 106, and sent to data output means 145. The security key is forwarded by data 
output means 145 to security key comparison input device 116 of smart card 102. Security key comparison 
input device 116 sends the security key to security key comparison device 110. Meanwhile, the security key 
stored in security key storage register 112 is sent to security key comparison device 110, where the security 

55 key from storage register 1 1 2 is com par d with the security key received from smart card 1 04. If these security 
keys match, the security key comparison d vie 110 provides an "unlock" signal t lectronic security lock 108 
which unlocks th security lock, permitting smart card 1 02 to participat in on or mor financial transactions 
with smart card 1 04. If, how ver, the s curity keys do not match, comparison d vice 110 provides a Hock" signal 
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to electronic s curity lock 1 08. Electronic s curity lock 1 08 responds to the lock signal by disabling smart card 
102 from participating in any financial transactions. 

In the above-described example, the electronic security locks 108, 120 of both smart cards 102, 104 must 
be unlocked in order to permit a financial transaction to take place between these smart cards. If the above- 

5 described exchange of security keys results in the locking of one or both of the electronic security locks 108, 
120, no financial transactions can take place between smart cards 102 and 104. 

The example set forth above assumes that each smart card 102, 1 04 contains one security key in security 
key storage register 112, 128, respectively. However, the example of one security key was described for ease 
of illustration. Any desired number of security keys may be employed to meet the requirements of specific de- 

10 sign applications. According to one embodiment set forth herein, each smart card 102, 104 employs four se- 
curity keys which are stored in security key storage register 112, 128, respectively. Security key comparison 
device 110 compares all four security keys stored in smart card 102 with all four security keys received from 
smart card 104. Similarly, security key comparison device 126 compares all four security keys stored in smart 
card 104 with all four security keys received from smart card 102. If at least two of the security keys match, 

15 the respective electronic security lock 108, 120 is unlocked. If less than two of the four security keys match, 
the respective security lock 108, 120 is locked. 

In the embodiment which utilizes four security keys per smart card, the security keys can be updated and/or 
changed to provide improved system security. Bank smart cards are used to update/change the security keys 
stored in user smart cards. More particularly, assume for purposes of this illustration that smart card 102 is a 

20 bank smart card. Bank smart cards are equipped to retrieve a security key from the bank smart card security 
key storage register 112 and convey the key to the bank smart card security key register output device 114 
(user smart cards are also so equipped). The output device 114 sends the security key to data input means 
149 of smart card reader network 106, along with a bank smart card signal which serves to identify bank smart 
cards from all other types of smart cards, such as user smart cards. 

25 The security key and the bank smart card signal are conveyed to data output means 147. The micropro- 

cessor of smart card 104 recognizes the bank smart card signal at data output means 147 and, in response 
to this signal, places the security key at data output means 147 into security key storage register. When the 
newly-received security key is placed into security key storage register 128, it replaces one of the previously- 
existing security keys stored in register 128. In this manner, transactions between user smart cards and bank 

30 smart cards are used to update/change one or more security keys in user smart cards. The security keys are 
changed from time to time to provide an enhanced measure of security. The keys can be changed periodically, 
i.e., at regular time intervals, or, alternatively, the keys may be changed at random time intervals, if desired. 

The smart card money transfer system of FIG. 1 utilizes three types of software. These are exchange soft- 
ware, interest/key update software, and administration software. Exchange software (for example, the pro- 

35 gram referred to hereinafter as EXCH.EXE in FIG. 7 (702)) enables money to be transferred from one smart 
card to another. Interest/key software enables interest payments to be made to a smart card, and administra- 
tion software enables the performance of various administrative functions. These administrative functions 
may include, for example, updating a file which lists and identifies all "bad" smart cards, and/or updating a 
file containing the current interest rate to be paid to specific smart cards. "Bad" smart cards may include de- 

40 fective, failed, stolen, "foreign" (non-system) and/or counterfeit smart cards. A specially-designated adminis- 
trative smart card may be used to perform the aforementioned administrative function, in conjunction with a 
card reader and a computer. This administrative card contains the hardware and data structures of FIG. 1. All 
software is executable on conventional personal computers, and/or on smart card reader software platforms 
which contain processing devices. 

45 Some of the software used by the smart card money transfer system can reside on the smart cards 102, 

1 04. If desired, this software can be placed into a ROM device on the smart card. For example, three programs 
may advantageously be placed onto the smart cards 102, 104. The first such program is a routine entitled 
EXCH.INI and provides the data structures and functions necessary to implement financial transactions. This 
program also enables the smart cards to receive electronic security keys and interest payments. This execu- 

50 table program preferably resides on all user smart cards, including bank center smart cards. 

The second program which may reside on the smart cards 102, 104 is entitled INT.EXE, and provides the 
data structures and functions necessary to update electronic security keys. The program also implements the 
process of giving interest to another bank smart card or to a user smart card such as a card held by a merchant 
or a consumer. The third routine which may be placed on a smart card is entitled issue.exe, and permits an 

55 administrative smart card to issue a bank or user smart card. 

The smart card mo n y transfer system (FIG. 1) p rforms financial transactions which involv ,for xampl , 
the transferring of money from one card to another. However, money is nly "created" using a sp cially-des- 
ignated bank center smart card having hardwar and data structures as shown in FIG. 1. Th "creation" of 

5 
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money r fers to the fact that, in this cas , mon y is put onto a smart card with ut taking mon y from another 
smart card. Th sameg n ral concept hoids true for lectronic security k ys.Th s keys are load dint bank 
center smart cards by a system administrator, and are then electronically transferred to other smart cards via 
card reader network 1 06. 

5 The smart cards may be organized into a hierarchical structure. For example, the top level includes one 

or more bank center smart cards, the second level includes one or more bank region smart cards, at the third 
level are bank branch smart cards, and at the fourth level are the user smart cards which include merchant 
smart cards and consumer smart cards. Security keys and interest payments flow down the hierarchical ladder 
from the top levels to the lower levels. 

10 Security functions for the smart card financial transaction system are performed by one or more electronic 

security keys. In addition to the security keys, proprietary information may also be incorporated into the system 
to provide an enhanced level of security. However, security is a relative concept Practically speaking, irres- 
pective of the level of technical sophistication employed, there is no such thing as an invulnerable security sys- 
tem. By way of example, it is certainly possible for people to make their own dollar bills. However, the cost is 

15 high, and the penalty is great for getting caught The security keys 112, 114, 116 provide a measure of security 
analogous to that provided by the dollar bill, in terms of the aforementioned costs and penalties. 

The security provided by security keys is such that all individuals involved in the implementation of security 
functions for the smart card financial transaction system could leave the system, but none of these individuals 
would be able to break the system without detection and immediate correction. To provide this level of security, 

20 it is not possible to rely solely on proprietary information. However, proprietary information is valuable in pre- 
venting attacks from outside individuals who were never affiliated with the security system. For this reason, 
proprietary information is combined with other forms of security to provide an enhanced level of security not 
otherwise possible. 

Security keys are provided in the form of four application keys stored on each smart card 102, 104. These 

25 application keys are stored as numerical values in smart card 102, 104 memory. During each financial trans- 
action with a bank center smart card, the numerical value stored in one application key is updated. Two valid 
application keys are required to successfully implement a financial transaction. The application keys stored 
in a bank center smart card are updated from time to time, for example, such that each application key is valid 
for one month. In this manner, the maximum amount of time that a cardholder can go without a bank transaction 

30 is three months. However, this number can be changed to meet the needs of specific system requirements by 
adding more application keys to each smart card, and/or by changing the amount of time for which each ap- 
plication key numerical value is valid. The bank could use eight keys and change one key per day. In this case, 
every smart card holder would have to hold a financial transaction with the bank at least once per week. Al- 
though the application keys may be periodically updated at regular time intervals, periodicity is not required. 

35 The application keys could be updated dynamically at irregular time intervals. 

To implement the application keys, each smart card 1 02, 104 may be equipped with a file called KEY_NUM- 
BER. This file specifies numerical values corresponding to specific application keys. KEY_N UMBER also 
stores the most recent date for which a key was updated. For example, the application key numerical values 
may be changed once per month, with numerical values 51 , 52, 53, and 54 corresponding to months 51 through 

40 54, respectively. 

For two smart cards 102, 104 to implement a successful transfer of money, these smart cards must have 
at least two identical application keys. If smart card 102 contains application keys of 49, 50, 51 , and 52, whereas 
smart card 104 contains application keys of 51 , 52, 53, and 54, the money transfer can be successfully imple- 
mented, due to the presence of two identical keys - namely, 51 and 52. However, if the application keys of 

45 smart card 102 are 51 , 52, 53, and 54 whereas the application keys of smart card 104 are 54, 55, 56, and 57, 
it would not be possible to implement a successful money transfer between these two smart cards 102, 104. 

Each user smart card 102, 104 is assigned an account number of 16 digits (8 bytes). One or more of the 
smart cards 102, 104 may become lost or stolen. Such cards are known as "bad" cards, and are not allowed 
to receive application key updates. Bank smart cards corresponding to each level in the smart card bank hi- 

so erarchy mentioned above may be 8K smart cards equipped to store account numbers for up to 600 bad cards. 
Assuming that up to 10% of the user smart cards 102, 104 in a given system become lost or stolen (this figure 
conforms to the credit card industry norm), then one bank center smart card can manage a group of 6000 user 
smart cards. 

Managing a group of 6000 user smart cards 102, 104 can be performed at the bank region hierarchical 
55 level. In this manner, one or more specific application key updates are limited t a predet mined section of 
account numbers, e.g., 40000 to 46000, such that these account numb rs correspond to smart cards s rviced 
by a given bank region, and/or a giv n branch bank. To improve upon this branch bank scenario, it may b 
assum d that ach bank branch only handles smart cards with account numbers in a certain range. If this as- 
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sumption holds tru , then only four bytes (th last four digits) of th account numbers need to be stored at th 
bank branch level. 

Techniques for managing bad smart cards are important, because the effectiveness of these techniques 
can determine the overall profitability or loss of a given smart card system. If smart card system operators are 

5 careless, and if inadequate bad card management techniques are employed, the operator may end up losing 
more money per customer than it is possible to recover. 

After the keys on a bad card expire, the card can be removed from the bad card list. Therefore, a bank 
branch card can store 1200 bad card numbers and manage a group of 24,000 user cards, assuming that only 
5% of the user smart cards are on the bad card list at any one time. 

10 If no more than 1 0% of the user smart cards corresponding to a particular bank branch will ever be stolen, 

then the next hierarchical level (say the "bank region") would be able to handle 6,000 bank branch smart cards. 
The total number of customers in this scenario can thus be 144 MILLION. Because it may be desirable to pro- 
vide larger total system capacity, another hierarchical level may be used, termed "bank center*. The bank cen- 
ter smart card 103 can handle up to 6,000 bank region cards, and thus provide plenty of total system capacity. 

15 With respect to smart card update time, assume that it takes 10 seconds (maximum) to update a smart 

card. Further assume that 24,000 people want to update their keys in that one hour. The system must have 
the equivalent of 24 bank branch smart cards working full time. If the bank branch smart cards are duplicated, 
each of these cards is issued a different account number so that the generation process can be performed 
and managed by a smart card. A given smart card account number should never be issued more than once. 

20 Therefore, taking this reduction into account, the maximum number of user smart cards 102, 104 in a region 
is 6 million. Because the bank branch cards can be assigned update times, bank region cards need not be 
duplicated. 

All security keys are generated by a bank center smart card which has the structure of smart card 102 
and further includes a random number generator. The security key storage register of the bank center smart 

25 card is loaded with the security keys necessary to generate and update all other smart cards. After the original 
card issuing process, this is how security key updates proceed. A command is sent to the bank center card to 
update its date and security keys. The bank center card generates a new security key using its random number 
generator and updates a first application key corresponding to this new security key and increments the 
KEY_N UMBER file. The KEY_NUMBER file is updated with a new date. Anew interest rate can also be loaded 

30 into the bank center smart card at this time. 

After the bank center smart card updates its security keys, it has scheduled transactions with all of the 
bank region smart cards in order to update their security keys. The bank region smart cards then update the 
bank branch smart cards. And finally the bank smart branch cards update the user smart cards. 

In general, money can only be added to one smart card when it is taken away from another smart card. 

35 The exception to this is the bank center smart card. A bank center card key exists which contains key values 
matching the application key values stored in the bank center smart card. Whoever holds this key can create 
money by updating this card's balance file. This person cannot read the application keys on the bank center 
card. To get this money down the pyramid of cards from the bank center smart card to the user smart cards 
102,104, a bank region cardholder would request a transfer of say $1 million card dollars in exchange for a 

40 like transfer of money in another form. Approval is given by the bank center cardholder typing in the correct 
key (most likely a different key than that used to create money). This money goes down the pyramid of cards 
until it reaches the cardholders themselves. If the application is growing, then the flow of card money should 
be down and the flow of other money should be up. For example, in a card money exchange involving two 
smart cards, smart card 1 02 and smart card 1 04, the cards smart card 102 and smart card 1 04 may be any of 

45 the cards specified in FIG. 2. For a given pair of cards smart card 1 02 and smart card 104, FIG. 2 describes 
the nature of the financial transaction which may take place. 

Financial transaction flow will now be described. These transactions are capable of being performed over 
a remote link. The transactions always take place between two cards. Smart card readers and PC software 
serve merely to connect the cards and provide user input. A conventional smart card reader is used at both 

so ends of the link, each sender having a keypad for PIN or key input (similar to an ATM or Telephone Adapter 
with small keypad). These readers are well-known to those skilled in the art. 

The financial transaction proceeds as indicated in FIG. 3. First, in block 301 , smart card 102 (a first smart 
card) is inserted into first smart card reader port 141 (a first smart card reader). Next, the cardholder corre- 
sponding to the first smart card smart card 1 02 dials the telephone number (if the reader includes a Telephone 

55 Adapter) or chooses the correct menu item (if using an ATM or PC-based card reader) to dial up a host computer 
and/or another telephon adapter. This causes a connection to be mad to ither a host computer or another 
Telephone Adapter (block 302). 

At block 303, a second smart card, smart card 104, is inserted into s cond smart card reader port 143 (a 
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second smart card read r).Then smart card 102's card holder enters "EXCH." or equivalent code into the reader 
first smart card read r port 141 keypad (block 304). 

At block 305, first smart card reader port 141 prompts for information needed to complete the financial 
transaction. This information may include: 
5 a. Credit/Debit/Interest 

b. Amount of Money to be Transferred 

c. Card PIN or Security Key Numerical Value 

Then, first smart card reader port 141 lends a data packet to second smart card reader port 143 detailing the 
financial transaction (block 306). 
10 At block 307, second smart card reader port 143 prompts the cardholder corresponding to smart card 104 

for information needed to complete the financial transaction. This information may include: 

a. Credit/Debit/Interest 

b. Amount of Money to be Transferred 

c. Card PIN or Security Key Numerical Value 

15 At block 308, second smart card reader port 143 sends a data packet detailing the financial transaction 

to first smart card reader port 141 . If the data packets sent in blocks 306 and 308 are identical, then the card 
reader specif ied by the following table begins the transaction by sending a security key numerical value. There- 
fore it does not matter which cardholder begins the transaction; from this point on it follows a standard flow 





based on the transaction type. 




20 


Financial Transaction 


First Reader 




Smart card 102 sends card money to smart card 104 


Second smart card reader port 143 


25 


Smart card 102 receives card money from smart card 104 


First smart card reader port 141 


Smart card 102 receives interest and security keys from 
smart card 104 


First smart card reader port 141 


30 


Smart card 102 sends interest and security keys to smart 
card 104 


Second smart card reader port 143 



The following sections detail the first and last financial transaction listed in the above table. The remaining 
two financial transactions are the same if smart card 102 and smart card 104 are switched. 

FIGs. 4A and 4B describe the steps of a cardholder-to-cardholder transaction. Smart card 102 stands for 

35 card 1 and is the card of the person "spending the money", smart card 104 stands for card 2 and is the card 
of the person "receiving the money". At block 401, smart card 102 is inserted and a card PIN is verified (this 
verification substep is optional for transactions less than an amount stored in a MIN_TRANS file). Next, smart 
card 104 is inserted and PIN verified (this verification substep is optional for all cases ) (block 402). At block 
403, second smart card reader port 143 executes smart card 104's C_EXCH.EXE program described previ- 

40 ously, with input variables specifying a credit and an amount A1. smart card 104 responds with the security 
key number of its first key. Then, second smart card reader port 143 sends this security key number to first 
smart card reader port 141 (block 404). 

First smart card reader port 141 executes smart card 102's C_EXCH.EXE program with input variables 
specifying debit, amount (A1) and smart card 104's key number. Smart card 102 responds with a key number 

45 equal to smart card 104's first, second, or third security keys. If none of the key numbers in smart card 102 
and smart card 1 04 match, then smart card 102 cannot work with the proposed key set of smart card 104, and 
smart card 102 aborts the transaction and updates the BAD_KEY file (block 405). At block 406, first smart 
card reader port 141 sends a response to second smart card reader port 143. Second smart card reader port 
143 sends the key number response to smart card 104. This key becomes the first security key (APPKEY0, 

so or AK0 for short) for the rest of the transaction (block 407). Smart card 1 02 continues response with packet 1 
(P1) encrypted in APPKEY0 (AK0). This acts as a challenge to smart card 104. Smart card 102 also updates 
it PASSBOOK file (block 408). First smart card reader port 141 sends this packet to second smart card reader 
port 143 (block 409). Smart card 104 responds with packet 2 (P2) encrypted in AK0. This is the response to 
the challenge and smart card 102 checks to make sure that the third field (public name) has been changed 

55 from P1 and is a valid nam (contains only ASCII characters in a certain range). Smart card 104 also updates 
its PASSBOOK file (block 410). Second smart card reader port 143 sends this packet to first smart card reader 
port 141 (block 411). Smart card 104 continues respons with packet 3 (P3) encrypted in APPKEY1 (AK1). 
This acts as a challenge to smart card 102 (block 412). Second smart card reader port 143 sends this packet 
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to first smart card reader port 141 (block 413). Smart card 102 debits the amount from the card balance and 
updat s th PASSBOOK file (block 414). Smart card 102 responds with packet 4 (P4) encrypted in AK1 . This 
is the response to the challenge and smart card 104 checks to make sure that the third field (credit amount) 
has been changed from P3 to P4 and is a valid field (contains the correct credit code which is different from 
s the debit code and contains the same amount as in P3). If these fields are not correct, the BAD_KEY file gets 
updated (block 415). First smart card reader port 141 sends this packet second smart 'card reader port 143 
(block 416). Smart card 104 credits the amount to its card balance and updates the PASSBOOK file (block 
417). 

Security key update and interest transactions will be described with reference to FIGs. 5Aand 5B. These 
10 are transactions between a user card and a bank branch card (or equivalently the branch and region card or 
the region and center card). The following describes the steps of a cardholder-to-bank-branch transaction. 
Smart card 102 stands for card 1 and is the card of the person "spending the money", in this case the bank 
branch. Smart card 104 stands for card 2 and is the card of the person "receiving the money", in this case the 
cardholder. Somewhere during this transaction the PASSBOOK file of smart card 104 needs to be read, stored 
is and cleared. 

Block 501: smart card 102 inserted and Verify PIN. This step is the equivalent of someone at the bank 
"loading" the bank branch card into a card reader. Block 502: smart card 104 inserted and Verify PIN. This 
step assures that the proper cardholder still has the card and is similar to using your current card at an ATM 
(you can be photographed to later prove that it was you). Block 503: second smart card reader port 143 exe- 

20 cutes smart card 104's C_EXCH. EXE with argument 2 (receive interest). Smart card 104 responds with the 
key number of its APPKEY0 (0 to 255). Block 504: second smart card reader port 143 sends the key number 
to first smart card reader port 141. Block 505: first smart card reader port 141 executes smart card 102's 
C_INT.EXE with argument 3 (give interest) and smart card 104's key number. Smart card 102 responds with 
a key number equal to smart card 104's APPKEY0, APPKEY1 or APPKEY2. If smart card 102 cannot work 

25 with the proposed key set, then it aborts the transaction and sets up an expired key file transaction. Block 
506: first smart card reader port 141 sends response to second smart card reader port 143. Block 507: second 
smart card reader port 143 sends the key number response to smart card 104. This key becomes APPKEY0 
for the rest of the transaction. Block 508: smart card 1 02 continues response with packet 1 (P1) encrypted in 
APPKEY0 (AK0). This acts as a challenge to smart card 104. Smart card 102 also updates its PASSBOOK 

30 file. Block 509: first smart card reader port 141 sends this packet to second smart card reader port 143. Block 
510: smart card 104 responds with packet 2 (P2) encrypted in AK0. This is the response to the challenge and 
smart card 102 checks to make sure that the third field (public name) has been changed from P1 and is a valid 
name (contains only ASCII characters in a certain range). Smart card 104 also updates its PASSBOOK file. 
Block 511 : second smart card reader port 143 sends this packet to first smart card reader port 141 . Block 512: 

35 smart card 104 continues response with packet 5 (P5) encrypted in APPKEY1 (AK1). This acts as a challenge 
to smart card 102. Block 513: second smart card reader port 143 sends this packet to first smart card reader 
port 141. Block 514: smart card 102 checks to make sure that the third field (balance)has a valid checksum 
and a logical date and interest rate. It also checks the fourth field (account number) versus its BAD_CARD 
file. (If it finds the number in the BAD_CARD file it initiates an invalidate card transaction.) Using its date file, 

40 it calculates the amount of interest to credit to smart card 1 04, debits the amount from smart card 1 02's card 
balance and updates its PASSBOOK file. Smart card 102 also looks to see if smart card 104 needs a new key 
and, if so, supplies one in P6. Block 515: smart card 102 responds with packet 6 (P6) encrypted in AK1. This 
is the response to the challenge, and smart card 104 checks to make sure that the third through fifth fields 
have been changed from P5 and are valid. Block 516: first smart card reader port 141 sends this packet to 

45 second smart card reader port 143. Block 517: smart card 1 04 credits the amount to its card balance, changes 
the date and updates the interest rate if necessary. If a new key is included in the fifth field, it updates its ap- 
plication keys by replacing the oldest (APPKEY0) with the new one and incrementing the number in the 
KEYJMUMBER file. It also updates the PASSBOOK file. 

The data packets shown in FIG. 6 may be transferred from a first smart card to a second smart card during 

so a financial transaction. Packet 1 contains the following fields and information: Field 601 : Random Number. The 
first field is an eight byte random number generated by smart card 102. Field 602: Application Number. The 
second field is the eight byte application ID number that is the same for all cardholder cards. Field 603: Public 
Name. The third field is an eight byte ASCII name of cardholder smart card 102. Field 604: Account Number 
or Signature. The fourth field is either an eight byte signature of the first three fields generated by smart card 

55 1 02 using the card's APPKEY0 or just smart card 102's account numb r if privacy is not desir d. Thes four 
fields are mixed (two bytes at a time from each field) and encrypted in an APPKEY0 and sent from smart card 
102 to smart card 104. 

Packet 2 contains the following fields and information: Field 611: Random Number. The first field is the 
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eight byt random number that was g nerated by smart card 102 and r ceived in pack 1 1. Field 612: Appli- 
cation Number. Th second field is th eight byt application ID number that is th sam for all card hold r cards. 
Field 613: Public Name. The third field is an eight byte ASCII name of cardholder smart card 104. Field 614: 
Account Number or Signature. The fourth field is either an eight byte signature of the first three fields generated 

5 by smart card 104 using the card's key 0 or just smart card 104's account number if privacy is not desired. 
These four fields are mixed (two bytes at a time from each field) and encrypted in an APPKEYO and sent from 
smart card 1 04 to smart card 1 02. 

Packet 3 contains the following fields and information: Field 621: Random Number. The first field is an 
eight byte random number that is generated by smart card 104. Field 622: Application Number. The second 

10 field is the eight byte application ID number that is the same for all cardholder cards. Field 623: Debit Amount. 
The third field is the amount to be debited from smart card 102's balance file. Field 624: Account Number or 
Signature. The fourth field is either an eight byte signature of the first three fields generated by smart card 
1 04 using the card's key 0 or just smart card 1 04's account number if privacy is not desired. These four fields 
are mixed (two bytes at a time from each field) and encrypted in an APPKEY1 and sent from smart card 104 

15 to smart card 102. 

Packet 4 contains the following fields and information: Field 631: Random Number. The first field is the 
eight byte random number that was generated by smart card 104 and received in packet 3. Field 632: Appli- 
cation Number. The second field is the eight byte application ID number that is the same for all cardholder cards. 
Field 633: Credit Amount The third field is the amount to be credited to smart card 104*s balance file. Field 

20 634: Account Number or Signature. The fourth field is either an eight byte signature of the first three fields 
generated by smart card 102 using the card's key 0 or just smart card 102's account number if privacy is not 
desired. These four fields are mixed (two bytes at a time from each field) and encrypted in an APPKEY1 and 
sent from smart card 102 to smart card 104. 

Packet 5 contains the following fields and information: Field 641: Random Number. The first field is the 

25 eight byte random number that was generated by smart card 102 and received in packet 1. Field 642: Appli- 
cation Number. The second field is the eight byte application ID number that is the same for all cardholder cards. 
Field 643: Balance. The third field contains smart card 104's balance file and is 24 bytes long. Field 644: Ac- 
count Number or Signature. The fourth field is either an eight byte signature of the first three fields generated 
by smart card 1 04 using the card's key 0 (AK0) or just smart card 1 04's account number if privacy is not desired. 

30 These four fields are mixed into 6 groups of 8 bytes and encrypted in an APPKEYO and sent from smart card 
104 to smart card 102. 

Packet 6 contains the following fields and information: Field 651: Random Number. The first field is the 
eight byte random number that was generated by smart card 104 and received in packet 5. Field 652: Appli- 
cation Number. The second field is the eight byte application ID number that is the same for all cardholder cards. 
35 Field 653: Credit Amount. The third field is the amount to be credited to smart card 1 04's BALANCE file. Field 
654: Date. The fourth field is the new date and interest rate for smart card 104's BALANCE file. Field 655: 
New Application Key. The fifth field is 8 bytes long and contains a new application key if smart card 104 does 
not have the latest key. Field 656. Account Number or Signature. The sixth field is smart card 102's account 
number because privacy and interest are mutually exclusive. These six fields are mixed into 6 groups of 8 bytes 
40 and encrypted in an APPKEY1 and sent from smart card 102 to smart card 1 04. 

The data structures used by the user smart cards 102, 104 are shown in FIG. 7. Each user card contains 
the following files: ACCOUNT_NUMBER 701 . This file contains a unique 1 6-digit account number packed into 
eight bytes. C_EXCH.EXE 702. This executable file is described above. 

BALANCE 703. This file contains the balance amount of the card, the currency of the balance, the last 
45 date interest was logged, the serial number of the currency and the balance checksum. The balance amount 
is 4 bytes long with 6 bits of each byte used to store value and 2 bits used as checksums. The currency of the 
balance is 1 byte long with a different code for each currency. The date of last interest is 4 bytes long with 2 
digits for month, 2 digits for day and 4 digits for year. The interest rate is 3 bytes long. The serial number of 
the currency is 4 bytes long and represents a number unique to the card (possibly the account number en- 
50 crypted with a master key). The balance checksum is 8 bytes long and represents the first 8 bytes of the file 
encrypted by the second 8 bytes of the file and then encrypted by a master key. Thus the balance file is 24 
bytes long. 

APPKEYO 704 through APPKEY3 707. These files contain the four application keys, each 8 bytes long. 
PASSBOOK 708. This file contains the audit trail similar to a passbook savings account Each entry is 36 bytes 
55 long and a total of 50 entri s can b stored. Each ntry includes the account number of the other party (or the 
signatur if privacy is desired) (8 bytes), the public nam of the other party (8 byt s), th random number gen- 
erat dbyth other card (8 bytes), th date if known (4 bytes), credit or debit or interest (1 byte), th transaction 
amount (3 bytes) and the new account balance (4 bytes). The total siz of this f il is 1800 bytes. This file is 
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downloaded to the bank on valid bank transactions unless privacy is desir d. If larger fifes ar needed for mer- 
chant us r cards, 8K cards can b provided and the PASSBOOK fit can be greatly expanded. 

KEYJNFO 709. This file stores the current APPKEY number and the last date that the keys were updated 
by the bank. It is 5 bytes (1 for the number and 4 for the date) long. BAD_KEY 710. This file stores the number 

5 of bad key attempts and is 2 bytes long. It gets reset after a valid bank transaction. When this number reaches 
a set limit, the card is locked. MIN_TRANS 711. This file stores the transaction amount above which a PIN is 
required. This file is 3 bytes long. MAXJTRANS 712. This file stores the transaction amount above which a 
key is required. This file is 4 bytes long. RANDOMJMUMBER 713. This file contains the random number seed 
to ensure that the numbers are not repeated in any predictable pattern. If the executable file is 700 bytes long 

10 (the same as TCAs), the total space needed on the card would be about 2,700 bytes. 

In addition to the files described above in connection with FIG. 7, each bank smart card contains the fol- 
lowing additional files also set forth in FIG. 7: BAD_CARD 801. This file stores a list of 4-byte account numbers 
that are bad cards. It can store a total of 1 ,200 numbers for a total file size of 4,800 bytes. VALID ACCOUNT 
802. This file stores the highest and lowest valid account numbers for cards that can receive key updates. It 

15 is 32 bytes long. CJNT.EXE 803. This executable file enables the card to give interest and update keys. IN- 
TEREST 804. This file stores the daily interest rate and is 4 bytes long. 

With respect to system fraud and fraud prevention, if the smart card system operator has money, defraud- 
ers will exist. Defraud ers are people who would like to take some of the system operator's money away. Pos- 
sible methods of attack and counte (measures will now be described. ATTACK #1 . Trying to put money on one 

20 card without taking money from another card. To do this, a packet of data must be sent to the card, containing 
the correct information for a credit. There are three possible means of attack: A. Replay attacks, which will not 
work because each packet contains a unique random number. The system operator must make sure that each 
card starts with a different random number seed and cannot be reset to its original seed in any way. Since 
none of the random numbers are ever sent in clear text, this offers some protection. B. Random attempts at 

25 sending packets to the card, which will not work because, after so many guesses, the BAD_KEYfile will cause 
the card to lock. This is really the equivalent of trying to guess the key. C. Direct key attack. Under the imple- 
mentation described above, the def rauder would get a good packet and try to decrypt it with random keys until 
getting a valid application number. This takes an average of two decryptions per packet and 2*63 different 
keys for expected success or 584 years at 1 billion encryptions per second. This is directly related to the se- 

30 curity of DES and is what security is based on. Double encryption may be used in risk-prone environments at 
the expense of stowing the transaction and attack times down. 

ATTACK #2. Stealing a valid card. All cards are protected by PINs for small transactions and can be key 
protected for larger transactions. The thief could use the card for transactions under the MIIM_TRANS file limit, 
but the next time interest/key update occurred, the card would be invalidated. The invalidation process could 

35 also happen at point of sale terminals for large purchases if there was fear about PINs or keys being stolen 
from the cardholder. If the thief attempts to convert the card money into cash (buying cash rather than goods) 
perhaps by trading with another cardholder), then the thief must have the PIN or key or be limited by the number 
of transactions stored in the PASSBOOK file (50). Therefore,, if the user does not lose their PIN, the maximum 
expected loss is $250 (if the MIN_TRANS file is set at $5 and no transactions are stored in the PASSBOOK 

40 file). This loss can be sent to zero by reducing the number in the MIN_TRANS file to zero. If the PIN is lost, 
then the amount at risk is potentially 50 times the MAXJTRANS file or the amount stored on the card. IF MAX- 
_TRANS is set at $100, then potentially $5K is at risk. Thus this card is more like cash than a normal credit 
card and needs to be treated more carefully than a normal credit card. 

It is to be understood that the above-described embodiments are merely illustrative principles of the in- 

45 vention and that many variations may be devised by those skilled in the art without departing from the scope 
of the invention. It is therefore intended that such variations be included within the scope of the following claims. 



Claims 

50 

1. A method for performing financial transactions, characterized by the following steps: 

(a) storing an electronic representation of a monetary value on a plurality of smart cards including at 
least a first smart card and a second smart card; 

(b) equipping at least one of the first and second smart cards with an electronic security lock for pro- 
55 viding system security, the s curity lock having a lock d stat such that th smart card is disabl d from 

participating in at least one financial transaction, and an unlocked stat such that the smart card may 
participate in at least on financial transaction; 

(c) equipping the first smart card with a first security k y and th second smart card with a second 
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s curity key; and 

(d) comparing the first security key and the s cond security key to generate a match signal if the first 
security key matches the second security key, and to generate a no-match signal if the first security 
key does not match the second security key, the electronic security lock being responsive to the match 
signal to enter the unlocked state, and the electronic security lock being responsive to the no-match 
signal to enter the locked state. 

A method for performing financial transactions as set forth in Claim 1 further characterized in that the 
financial transactions include transferring an electronic representation of a monetary value from the first 
smart card to the second smart card. 

A method for performing financial transactions as set forth in Claim 1 further characterized in that the 
financial transactions include one or more of the following: 

(i) electronically transferring money from a bank to any one of the plurality of smart cards; 

(ii) electronically transferring money from any one of the plurality of smart cards to a bank; 

(iii) electronically transferring money from the first smart card to the second smart card; 

(iv) electronically transferring money from the second smart card to the first smart card; 

(v) checking a smart card balance including the amount of money electronically stored on any one of 
the plurality of smart cards; and 

(vi) adding an interest payment to the smart card balance. 

A method for performing financial transactions as set forth in Claim 1 further characterized in that the 
first smart card includes a first plurality of security keys and the second smart card includes a second 
plurality of security keys, the comparison step generating a match signal if a plurality of ones of the first 
plurality of security keys match a plurality of ones of the second security keys. 

An apparatus for performing secure financial transactions characterized by: 

a) a first smart card including: 

i) monetary value storage means for storing an electronic representation of a monetary value; and 

ii) security key storage means for storing a first electronic security key; 

b) a second smart card including: 

i) monetary value storage means for storing an electronic representation of a monetary value; and 

ii) security key storage means for storing a second electronic security key; 

the first and second smart cards each further including: 

iii) security key comparison means for comparing the first electronic security key with the second 
electronic security key, the comparison means producing a match signal if the first electronic se- 
curity key matches the second electronic security key, the comparison means producing a no-match 
signal if the first electronic security key does not match the second electronic security key; and 

iv) electronic security lock means coupled to the security key comparison means for enabling the 
smart card to participate in a financial transaction in response to a match signal and for disabling 
the smart card from participating in a financial transaction in response to a no-match signal. 

An apparatus for performing secure financial transactions as set forth in Claim 5 further characterized 
in that the first smart card security key storage means includes means for storing a first plurality of elec- 
tronic security keys and the second smart card includes security key storage means for storing a second 
plurality of electronic security keys; 

the security key comparison means being adapted to compare any one of said first plurality of elec- 
tronic security keys with any one of said second plurality of electronic security keys; 

the comparison means producing a match signal if a plurality of ones of said first plurality of elec- 
tronic security keys matches a plurality of ones of said second plurality of electronic security keys; and 
the comparison means producing a no-match signal if a plurality of ones of said first plurality of electronic 
security keys do not match a plurality of ones of said second plurality of electronic security keys. 

An apparatus for performing financial transactions as set forth in Claim 5 further characterized by: 

(a) first smart card read and write means for reading data from and writing data to the first smart card; 

(b) second smart card read and write m ans for reading data from and writing data to the second smart 
card; and 

(c) communications link means connect d to the first smart card r ad and write means and the second 
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smart card read and write means for xchanging data between the first smart card and th second 
smart card. 

An apparatus for performing financial transactions as set forth in Claim 7 further characterized in that 
the data includes at least one security key. 

An apparatus for performing financial transactions as set forth in Claim 5 further characterized by: 

(a) a third smart card; 

(b) first smart card read and write means for reading data from and writing data to at least one of the 
first smart card, the second smart card, and the third smart card; 

(c) second smart card read and write means for reading data from and writing data to at least one of 
the first smart card, the second smart card, and the third smart card; and 

(d) communications link means connected to the first smart card read and write means and the second 
smart card read and write means for exchanging data between any of the first smart card, the second 
smart card, and the third smart card. 

An apparatus for performing financial transactions as set forth in Claim 9 further characterized in that 
the first smart card is a bank center smart card, the second smart card is a merchant smart card, and the 
third smart card is a customer smart card, the data including financial transaction data and one, or more 
security keys, the financial transaction data specifying financial parameters including a quantity of elec- 
tronic money and/or an interest rate, 

the financial transactions including one or more of the following: 

(i) transferring money from a bank center to any one of the first, second, and third smart cards, 

(ii) transferring money from any one of the first, second, and third smart cards to a bank center, 

(iii) transferring money between any of the first, second, and third smart cards, 

(iv) checking a smart card balance including the amount of money stored on anyone of the first, second, 
and third smart cards, and 

(v) adding an interest payment to the smart card balance. 

A smart card for performing secure financial transactions and characterized by: 

a) monetary value storage means for storing an electronic representation of a monetary value; 

b) security key storage means for storing a first electronic security key; 

c) security key comparison means for receiving a second electronic security key and for comparing the 
first electronic security key with the second electronic security key, the comparison means producing 
a match signal if the first electronic security key matches the second electronic security key, and the 
comparison means producing a no-match signal if the first electronic security key does not match the 
second electronic security key; and 

d) electronic security lock means coupled to the comparison means for enabling the smart card to par- 
ticipate in a financial transaction in response to a match signal and for disabling the smart card from 
participating in a financial transaction in response to a no-match signal. 
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FIG, 2 



SMART CARD 102 
(FIG. 1 ) 


SMART CARD 104 
(FIG. 1 ) 


DESCRIPTION 
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FIG. 3 



SMART CARD 102 IS INSERTED INTO FIRST SMART CARD 
READER PORT 141 (FIG. 1) 



-301 



CARDHOLDER OF SMART CARD 102 DIALS THE CORRECT NUMBER 
(IF COMMUNICATIONS LINK 150 EMPLOYS A TELEPHONE ADAPTER) 
OR CARDHOLDER CHOOSES THE CORRECT MENU ITEM (IF 
COMMUNICATIONS LINK 150 EMPLOYS AN ATM OR PC). THIS CAUSES A 
CONNECTION TO BE MADE TO EITHER A HOST OR ANOTHER TELEPHONE 
ADAPTER (WHICH MEANS THE TELEPHONE ADAPTER SHOULD BE ABLE TO 
TALK TO ITSELF, LIKE A FAX MACHINE). 



"302 



SMART CARD 104 IS INSERTED INTO SECOND SMART CARD READER 

PORT 143 



X 



CARDHOLDER OF SMART CARD 102 ENTERS 'EXCH* OR 
EQUIVALENT CODE INTO KEYPAD. 



I 



FIRST SMART CARD READER PORT 141 PROMPTS FOR INFORMATION 
NEEDED TO COMPLETE FINANCIAL TRANSACTION, 
o. CREDIT/DEBIT/INTEREST 
b. AMOUNT OF MONEY TO BE TRANSFERRED 
c. CARD PIN OR KEY 



I 



"303 



■304 



-305 



FIRST SMART CARD READER PORT 141 SENDS A DATA PACKET 
(SEE FIG. 6) TO SECOND SMART CARD READER PORT 143 
DETAILING FINANCIAL TRANSACTION. 



I 



-306 



SECOND SMART CARD READER PORT 143 PROMPTS CARDHOLDER OF 
SMART CARD 104 FOR INFORMATION NEEDED TO COMPLETE FINANCIAL 

TRANSACTION, 
a. CREDIT/DEBIT/INTEREST 
b. AMOUNT OF MONEY TO BE TRANSFERRED 
c. CARD PIN OR KEY 



-307 



± 



SECOND SMART CARD READER PORT 143 SENDS DATA PACKET 
(SEE FIG. 6) DETAILING FINANCIAL TRANSACTION TO FIRST 
SMART CARD READER PORT 141. 



I 



IF THE DATA PACKETS OF BLOCKS 308 AND 306 AGREE, THEN A 
SMART CARD READER PORT 141 OR 143 BEGINS THE TRANSACTION 
BY SENDING A SECURITY KEY NUMBER. 



-308 



■309 
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FIG. 4A 



SMART CARD 102 INSERTED INTO FIRST SMART CARD READER PORT 141 
AND PIN VERIFIED (THIS STEP IS OPTIONAL FOR TRANSACTIONS LESS 
THAN AMOUNT STORED IN M1N_TRANS FILE). 

I 



-401 

'402 
•403 

-404 
-405 



SMART CARD 104 INSERTED INTO SECOND SMART CARD READER PORT 143 
AND PIN VERIFIED (THIS STEP IS OPTIONAL FOR ALL CASES). 



I 



SECOND SMART CARD READER PORT 143 EXECUTES SMART CARD 104's C_EXCH.EXE 
WITH ARGUMENT 1 (CREDIT) AND AMOUNT (A1). SMART CARD 104 RESPONDS 
WITH THE KEY NUMBER OF ITS APPKEYO (0 TO 255) (SEE FIG. 7). 



SECOND SMART CARD READER 143 SENDS THIS KEY NUMBER TO FIRST SMART 
CARD READER PORT 141. 



FIRST SMART CARD READER PORT 141 EXECUTES SMART CARO 102's C_EXCH.EXE 
WITH ARGUMENT 0 (DEBIT), AMOUNT (A1) AND SMART CARD 104's KEY NUMBER. 
SMART CARD 102 RESPONDS WITH A KEY NUMBER EQUAL TO SMART CARD 104's 

APPKEYO, APPKEY1 OR APPKEY2 (SEE FIG. 7). IF SMART CARD 102 CANNOT 
WORK WITH THE PROPOSED KEY SET OF SMART CARD 104 THEN IT ABORTS THE 
TRANSACTION AND UPDATES ITS BAD, KEY FILE. 



I 



FIRST SMART CARO READER PORT 141 SENDS RESPONSE TO SECONO SMART 
CARD READER PORT 143. 



406 
■407 

"408 
•409 

•410 



I 



SECOND SMART CARD READER PORT 143 SENDS THE KEY NUMBER RESPONSE TO 
SMART CARD 104. THIS KEY BECOMES APPKEYO FOR THE REST OF THE TRANSACTION. 

I 



SMART CARO 102 CONTINUES RESPONSE WITH PACKET 1 (PI) (FIG. 6) ENCRYPTED 

IN APPKEYO (AKO). THIS ACTS AS A CHALLENGE TO SMART CARD 104. SMART 
CARD 102 ALSO UPDATES fTS PASSBOOK FILE. 

I 



FIRST SMART CARD READER PORT 141 SENOS THIS PACKET TO SECOND 
SMART CARD READER PORT 143. 



SMART CARD 104 RESPONDS WITH PACKET 2 (P2) (FIG. 6) ENCRYPTED IN AKO. 
THIS IS THE RESPONSE TO THE CHALLENGE AND SMART CARD 102 CHECKS TO MAKE 
SURE THAT THE THIRD FIELD (PUBLIC NAME) HAS BEEN CHANGED FROM PI ANO IS 
A VALID NAME (CONTAINS ONLY ASCII CHARACTERS IN A CERTAIN RANGE). SMART 
CARD 1 04 ALSO UPDATES ITS PASSBOOK FILE. 



SECOND SMART CARD READER PORT 143 SENDS THIS PACKET TO FIRST SMART 
CARD READER PORT 141. 



TO FIG. 4B 

17 
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FIG. 4B 



FROM FIG. 4A 

i 



SMART CARD 104 CONTINUES RESPONSE WITH PACKET 3 (P3) (FIG. 6) ENCRYPTED 
IN APPKEY1 (AK1). THIS ACTS AS A CHALLENGE TO SMART CARD 102. 



■412 



•413 



■414 



-415 



I 



SECOND SMART CARD READER PORT 143 SENDS THIS PACKET TO FIRST SMART 
CARD READER PORT 141. 

* 



SMART CARD 102 DEBITS THE AMOUNT FROM THE CARD BALANCE AND 
UPDATES THE PASSBOOK FILE. 

I 



SMART CARD 102 RESPONDS WITH PACKET 4 (P4J (FIG. 6) ENCRYPTED IN AK1. 
THIS IS THE RESPONSE TO THE CHALLENGE AND SMART CARD 104 CHECKS TO 
MAKE SURE THAT THE THIRD FIELD (CREDIT AMOUNT) HAS BEEN CHANGED FROM 
P3 TO P4 AND IS A VALID FIELD (CONTAINS THE CORRECT CREDIT CODE WHICH 

IS DIFFERENT FROM THE DEBIT CODE AND CONTAINS THE SAME AMOUNT AS 
IN P3). IF THESE FIELDS ARE NOT CORRECT, THE BAD.KEY HLE GETS UPDATED. 



I 



FIRST SMART CARD READER PORT 141 SENDS PACKET P4 TO SECOND SMART 
CARD READER PORT 143. 



■416 



■417 



SMART CARD 104 CREDITS THE AMOUNT TO ITS CARD BALANCE AND UPDATES 

THE PASSBOOK FILE. 



18 



EP 0 668 579 A2 



FIG. 5A 



INSERT SMART CARD 102 AND VERIFY PIN (PERSONAL IDENTIFICATION 
NUMBER) STORED IN^ SMART CARD 102. K" 501 



INSERT SMART CARD 104 AND VERIFY PIN. K 502 



SECOND SMART CARD READER PORT 143 EXECUTES SMART CARD 104*s C_EXCH.EXE 

WITH ARGUMENT 2 (RECEIVE INTEREST). SMART CARD 104 RESPONDS ^~ 503 

WITH THE KEY NUMBER OF ITS APPKEYO (0 TO 255). 

J 



SECOND SMART CARD READER 143 SENDS THIS KEY NUMBER TO FIRST SMART 

CARD READER PORT 141. 

I 



505 



505 



FIRST SMART CARD READER PORT 141 EXECUTES SMART CARD 102*s C_INT.EXE 

WITH ARGUMENT 3 (GIVE INTEREST), AND SMART CARD 104's KEY NUMBER. 
SMART CARD 102 RESPONDS WITH A KEY NUMBER EQUAL TO SMART CARD 104's 
APPKEYO, APPKEY1 OR APPKEY2. IF SMART CARD 102 CANNOT 

WORK WITH THE PROPOSED KEY SET, THEN IT ABORTS THE 
TRANSACTION AND SETS UP AN jXPIRED KEY FILE TRANSACTION. 



FIRST SMART CARO READER PORT 141 SENDS RESPONSE TO SECOND SMART 
CARD READER PORT 143. 



1 



506 
507 

508 
509 

•510 



SECOND SMART CARD READER PORT 143 SENDS THE KEY NUMBER RESPONSE TO 
SMART CARD 104. THIS KEY BECOMES APPKEYO FOR THE REST OF THE TRANSACTION. 

I 



SMART CARD 102 CONTINUES RESPONSE WITH PACKET 1 (P1) ENCRYPTED 
IN APPKEYO (AKO). THIS ACTS AS A CHALLENGE TO SMART CARD 104. SMART 
CARD 102 ALSO UPDATES ITS PASSBOOK nil. 

I 



FIRST SMART CARD READER PORT 141 SENDS THIS PACKET TO SECOND 
SMART CARD READER PORT 143. 



I ^ 

SMART CARD 104 RESPONDS WITH PACKET 2 (P2) ENCRYPTED IN AKO. 

THIS IS THE RESPONSE TO THE CHALLENGE AND SMART CARD 102 CHECKS TO MAKE 

SURE THAT THE THIRD FIELD (PUBLIC NAME) HAS BEEN CHANGED FROM PI AND IS 

A VALID NAME (CONTAINS ONLY ASCII CHARACTERS IN A CERTAIN RANGE). SMART 

CARD 104 ALSO UPDATES ITS PASSBOOK FILE. 

I 



SECOND SMART CARD READER PORT 143 SENDS THIS PACKET TO FIRST SMART 
CARD READER PORT 141 



•511 



TO FIG. 5B 
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FIG. 5B 



FROM FIG. 5A 

I 



SMART CARD 104 CONTINUES RESPONSE WITH PACKET 5 (P5) ENCRYPTED IN 
APPKEY1 (AK1). THIS ACTS AS A CHALLENGE TO SMART CARD 102. 

\ 



•512 



SECONO SMART CARD READER PORT 143 SENDS THIS PACKET TO 
FIRST SMART CARD READER PORT 141. 



V~513 



♦ ~ 
SMART CARD 102 CHECKS TO MAKE SURE THAT THE THIRD FIELD (BALANCE) 
HAS A VALID CHECKSUM AND A LOGICAL DATE AND INTEREST RATE. IT ALSO 
CHECKS THE FOURTH FIELD (ACCOUNT NUMBER) VERSUS ITS BAD.CARD FILE 

(IF IT FINDS THE NUMBER IN THE BAO.CARD FILE IT INITIATES AN 
INVALIDATE CARD TRANSACTION). USING ITS DATE FILE IT CALCULATES THE 
AMOUNT OF INTEREST TO CREDIT TO SMART CARD 104, DEBITS THE AMOUNT 
FROM SMART CARD 102's CARD BALANCE AND UPDATE ITS PASSBOOK FILE. 
SMART CARD 102 ALSO LOOKS TO SEE IF SMART CARD 104 NEEDS A NEW 

KEY AND IF SO SUPPLIES ONE IN P6. 

I 



_/~514 



SMART CARD 102 RESPONDS WITH PACKET 6 (P6) ENCRYPTED IN AK1. THIS ... 
IS THE RESPONSE TO THE CHALLENGE AND SMART CARD 104 CHECKS TO MAKE IT™ 

SURE THAT THE THIRD THROUGH FIFTH FIELDS HAVE BEEN CHANGED FROM 
P5 AND ARE VALID. 



I 



FIRST SMART CARD READER PORT 141 SENDS THIS PACKET TO SECOND SMART y-516 

CARD READER PORT 143. 



I 



SMART CARD 104 CREDITS THE AMOUNT TO ITS CARD BALANCE, CHANGES 
THE DATE AND UPDATES THE INTEREST RATE IF NECESSARY. IF A NEW KEY 
IS INCLUDED IN THE FIFTH FIELD, n UPDATES ITS APPLICATION KEYS 
BY REPLACING THE OLDEST (APPKEYO) WITH THE NEW ONE AND INCREMENTING 
THE NUMBER IN THE KEY NUMBER FILE. IT ALSO UPDATES THE PASSBOOK FILE. 
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FIG. 6 
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FIG. 7 
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